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SELF-SERVICE

Administrator Guide

Welcome to XtremeLabs, a service of XtremeLabs, LLC. This document
provides Students step-by-step instructions on how to:
•
•
•

Register your Learning Partner.
Manage your Learning Partner’s Account Managers and
Administrators.
Create and manage your classrooms.

+1 855-510-0488

support@xtremelabs.io

www.xtremelabs.io
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Learning Partner Roles
There are four roles associated with a Learning Partner: Account Manager,
Administrator, Instructor, and Student. The following grid details the actions
each role may take.
Account
Manager
May add/remove
account managers.

x

May create classrooms.

x

May add additional
student codes to
existing classrooms.

x

May delete classrooms
that have not started.

x

May view unused
credits

x

May download the
classroom codes
spreadsheet.

Administrator

Instructor

x

x

May add/remove
administrators

x

x

May view the classroom
list.

x

x

x

May view classroom
details.

x

x

x

May redeem classroom
codes.

x

x

x

Student

x

Note: : Instructors may only view classrooms for which they are the
instructor.
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System Requirements
To access the lab hosting system, your client system must meet the
following requirements:
ActiveX
Requirements

HTML5
Requirements

Windows XP SP3 or later (Windows
RT is not supported)

x

x

.NET Framework 3.5 or later

x

x

Internet
Explorer 7+

Microsoft Edge
Internet Explorer 10+
Google Chrome 39+
Safari 7+

Minimum KBps per user network
bandwidth

128 KBps

256 KBps

Ideal screen resolution is above
1280 x 1024

x

x

Local Admin

N/A

TCP Port 80 and 443 open with
inbound/outbound access to the
Internet

x

x

For some corporate firewalls, a proxy
client (such as Forefront TMG Client)
may be required

x

N/A

Browser

Viewer Installation
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Microsoft Official Courseware (MOC) Credits
What is a Credit?
A credit gives a Learning Partner the ability to create a classroom. Each credit
enables the Learning Partner to add one student seat to the classroom.
For example, a Learning Partner would like to create a classroom for Course
10774A. There will be five students attending the class. The Learning Partner
would purchase five vouchers: one credit per student.

Note: Credits themselves cannot be used to access MOC labs. They can only
be used to create classrooms and student seats in those classrooms.
Note: You do not need to purchase credits for instructors. Learning
Partners can have up to three instructors per course. Once you redeem the
student credits and set up the class, you’ll enter the number of instructors
required for the class and be given an equivalent number of codes.

Where do I get Credits?
Credits can be purchased through the Courseware Marketplace at
https://www.coursewaremarketplace.com/.

Accessing Your Registered Learning Partner for the First Time
When you first purchase a voucher from the Courseware Marketplace, an
XtremeLabs account will be created for you and an email will be sent to you,
allowing you to log into your account and reset your XtremeLabs password.
1.
In your browser, navigate to the link provided in the email.
2.
Reset your password for future access to XtremeLabs.
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Note: Internet Explorer version 7.0+ is required to view this site. To update
your account information and reset your password, click on the Account
Settings icon:

This will open the Account Settings page.

3.
Insert your new password, confirm it, and click on the Change
password button.
4.
Log off XtremeLabs by clicking on the Welcome to XtremeLabs icon in
the upper right corner of this page and clicking on the Log off link.

6

5.
In your browser, navigate to http://labs.xtremelabs.io. Log in with
your new credentials.

Managing Your
Classrooms

Learning

Partner’s

Configuration

and

Once you have accessed your new account, you can manage your Learning
Partner’s configuration and their registered classrooms from the Manage
Classroom pages. These are the Classrooms, Role Management, and
Vouchers pages. On these pages you will be able to
•
Redeem MOC credit vouchers,
•
Manage and add account managers,
•
Manage and add administrators,
•
Create new classrooms,
•
View existing classrooms, and
•
View the details of each classroom (including downloading access
codes).
To access these pages, click on the Manage Classroom icon in the left
column:
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This will open the Classrooms page:

If you are an Account Manager for multiple Learning Partners, be sure to
check the Learning Partner currently being displayed.

Select the appropriate Learning Partner before proceeding.

Redeeming Credit Vouchers
To view your redeemed, but unused, vouchers, click Vouchers.
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The Vouchers page shows the number of student credits you have
purchased and have available to use in new classrooms.
To add additional Vouchers, click on the Add additional vouchers button to
open the Add Additional Vouchers pop-up:

Copy and paste your vouchers, one to a line, into this text box. When
complete, check the Terms of Use checkbox, and click on the Redeem
button.

Managing and Adding Account Managers and Administrators
To add or manage your Learning Partner’s Account Managers and
Administrators, click on the Role Management link.
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The Role Management page displays the Account Managers and
Administrators assigned to you Learning Partner’s account and it allows you
to add additional Account Managers and Administrators. There are no limits
to the number of Account Managers and Administrators that a Learning
Partner account can have, but account management becomes more difficult
with larger numbers of Account Managers.

To add or remove account managers and administrators
Note: New Account Managers and Administrators must already be
registered in XtremeLabs

To add an Account Manager, type or copy the email address that the new
Account Manager is registered in the XtremeLabs platform with and click on
the Add account manager button. To remove an Administrator, click on the
Revoke button to the right of their name.
Account managers can perform all classroom administrative tasks. To add an
Administrator, type or copy the email address that the new Administrator is
registered in the XtremeLabs platform with and click on the Add
Administrator button. To remove an Administrator, click on the Revoke
button to the right of their name.
Administrators can perform the following classroom management tasks:
•
Download the classroom codes spreadsheet.
•
Add/remove administrators.
•
View the classroom list.
•
View classroom details.
•
Redeem classroom codes.
•
Reassign both instructor and student codes.
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Creating New Classrooms
To create a new Classroom for your Learning Partner, click on the Classrooms
link.

The Classrooms page lists all of your Learning Partner’s current and
scheduled classrooms. If you have a lot of classrooms to manage, you may
want to use the search box to find a specific classroom. You can search on
any aspect of the classrooms.
Note: That there is a Add additional vouchers button. This button is a
duplicate of the Add additional vouchers button on the Vouchers page and
it also opens the Add Additional Vouchers pop-up.
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To add a new classroom, click the Create New Classroom button. This open
the Create Classroom page:

To define your new classroom, follow the following steps.
1.
Classroom Name: enter a name for your new classroom.
2.
Select the Classroom Start Date.
3.
Select the Classroom End Date. Note that ILT classrooms may be a
maximum of one week in length.
4.
Select the desired course from the Course Name drop-down menu.
5.
Enter the number of Instructors. Up to 3 Instructors are allowed.
6.
Enter the number of Students. You will not be able to enter more
Students than you have credit vouchers for.
7.
Enter the Event ID (optional).
8.
Click on the Create Classroom button. The XtremeLabs platform will
point out any problems with your entries and will guide you to solutions.
Your scheduled class will appear in your List of Classrooms.
Note: The Classroom Start Date and Classroom End Date set the
parameters for duration of the Student and Instructor access.

www.xtremelabs.io
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•
Students have access to the labs starting at the Classroom Start Date
and ending 180 days later.
•
Instructors have access to the labs starting one week before the
Classroom Start Date and ending 180 days later.

Learning Partner Logo (Account Portal’s Header)
After adding the access codes (provided by your instructors), you will be
able to view the labs in your labs portal (see the image above). In the
header, you will be able to see a statement added by your affiiliated
organization, which says “This training session was brought to you by XXXX
(learing partner name) powered by XtremeLabs”.

Note:The header statement is an editable default statement set up by
XtremeLabs based on the Learning Partner's information (user's affiliated
organization). It can be edited by you or your learning partner's system
administrators as per their choices.
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Branding Feature (Editing Account Portal's Header & Lab UI's
Footer)
The instructors or administrators can edit the default account portal's header
and Lab UI's footer as per their choices. To change/edit the account portal's
header and Lab UI's footer:
1.
Click the Manage Classroom button on the left side of the account portal
underneath the History button.

2.
After clicking the Manage Classroom button, you will see four options
(Classrooms, Role Management, Vouchers, and Branding). You will have to
click the Branding button to access the Edit Branding page.
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3.
After accessing the Edit Branding page, you will be able to
change/edit the text of the default header/footer.

Note: The maximum limit for the header and footer text is 100 characters.
You will not be able to exceed this character limit for the header and
footer text.

4.
After editing the header and footer text, you can upload the logo
image of your affiliated organization (Learning Partner) by choosing the
desired image from your local device. You can also upload the logo's image
URL in the Add Logo from the URL text box
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5.
You have the click on the Display Logo check box to make it visible in
the Lab UI (It will be shown in the Lab Information button adjacent to VM
Operations button in the Lab UI. See details in following pages.)
6.
You can see the header/footer text and logo images preview by
clicking on the Preview buttons.
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Release Notification Pop-up
A new notification feature has been incorporated in XtremeLabs’ UI. This
feature has the following pop-up menus.
•
Pre-Release Notification Pop-up (Coming Soon Reminder)
•
Post Release Notification Pop-up (Latest updates Reminder)
•
Request a new Feature
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Pre-Release Notification Pop-up
1.
This pop-up is displayed to the user when they access the
XtremeLabs login page (https://labs.xtremelabs.io/).

2.
The pop-up is shown to the users as a reminder of any
features/bugs (platform updates) included in the impending release of
XtremeLabs’ UI.
3.
It enables the users to get the required information about the
upcoming changes and be informed about the platform updates.

Note: This pop-up will only be shown before the actual release of the latest
features/bugs
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Post-Release Notification Pop-up
1.
This pop-up is displayed to the user when they access the
XtremeLabs login page (https://labs.xtremelabs.io/).

2.
The pop-up is shown to the users as a reminder of any latest
features/bugs (platform updates) which XtremeLabs’ UI releases.
3.
It also contains the release date of the latest updates (features/bugs).

4.
Users can click on any feature/bug to read more details about the
released platform updates.
Note: This pop-up will only be shown after the release of the latest
features/bugs.
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Users can also see the Latest updates page through the account portal by
clicking on the What’s New option on the top right side.

By clicking on the What’s New option, users can see the following user
information page:
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Users can access the Latest Updates page by clicking on the Platform
Updates button adjacent to the Blog button.

The Latest Updates page contains details of the recently released
features/improvements of XtremeLabs UI.
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Request a New Feature
XtremeLabs allows its users to request new features/improvements in
XtremeLabs UI to make their learning experience more effective. The pre and
post-release pop-up notifications allow users to request their choice's
features and details (screenshots).
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By clicking on the Add a Feature Request link, users are shown the following
feature request submission form:

The comprehensive New Feature Request Form allows the users to provide a
detailed description of the proposed feature update (by attaching the
screenshots for reference) to communicate their needs better. It includes the
following requirements:
1.
Full Name
2.
Email Address
3.
Feature Name
4.
Details
5.
Attachments (any relevant files)
This feature allows the users to contact XtremeLabs’ teams via New Feature
Request Form directly.

Note: Users will be notified once XtremeLabs ‘ team has received their
request
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Update History
Users can access the history of all released features/improvements of
XtremeLabs UI by clicking on the Update History link on the post-release
pop-up notification.

Users can access the Update History page from the account portal by clicking on the
What’s New option on the top right side of the account portal.
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By clicking on the What’s New option, users can see the following user information
page:

Users can access the Update History page by clicking on the Platform Updates
button adjacent to the Blog button.

The Update History page contains the details of all recently released
features/improvements of XtremeLabs UI. The page refreshes after three months to
show the most updated information to users about the newly released
features/improvements of the XtremeLabs UI.
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The Update History page contains the details of all recently released
features/improvements of XtremeLabs UI. The page refreshes after three months to
show the most updated information to users about the newly released
features/improvements of the XtremeLabs UI.

Manage Your Classrooms
On the Classrooms page, each of the listed classrooms has a Details button
to its right. Clicking that button will open the Classroom Details page for
that classroom.
This Classroom Details page has information on all your scheduled
classroom and allows you to download the individual access codes for
instructors and students. These codes will expire 180 days from the date
they are generated. The Classroom and Codes page also includes the
self-service guides for students, instructors, and administrators.

Both the Instructors and Students assigned to this classroom and who have
redeemed their access codes are listed here.
When looking at the Classroom Details page of a scheduled classroom, you
will see the unassigned access codes that are to be provided to the Students:
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When a student enters their course’s access code, the page will update with
their log-in information.

If a student has inadvertently redeemed the wrong code, you can reassign
their access code to the proper Student’s account. Click on the Reassign this
code button and the following will pop-up:

Input the sign-in email of the student you want to reassign the code to and
click Reassign.
Notice that if the classroom has passed its start date, Recall this code
buttons next to the unredeemed codes. This allows you to reclaim the
credit that was required to make these access codes. By clicking on the
Recall this code button, you will remove that code from the classroom list
and send one credit back to the Vouchers page.
To download the access codes, click the download symbol (
) located to
the right of the code Group Names in the Codes section at the bottom of
the page.
27

When you open the file, you will see code-embedded hyperlinks which
allow for convenient access to the labs.

Frequently Asked Questions
How do I view available Credits?
To view your LP’s available classroom credits, click the Vouchers tab in the
My Classrooms page.

How do I add more Credits?
When you purchase a unit of XtremeLabs from Courseware Marketplace,
within three minutes your account will be credited, and your additional
voucher credits will appear on the Unused MOC Vouchers page (see above).
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Do I need a separate credit for the instructor?
You do not need to purchase credits for instructors. Learning Partners can
have up to three instructors per course. Once you redeem the student
credits and set up the class, you’ll enter the number of instructors required
for the class and be given an equivalent amount of codes.
How do I add additional student codes to a classroom?
An Account Manager can add additional student codes to a classroom on
demand.
1.
Click on the Manage Classroom icon to open the Classrooms page.
Click on the Details link next to the listed classroom that you want to add
student codes to.

2.
Click the Add Code link at the bottom of the Students section. The
number next to the Add Code link tells you how many unused vouchers you
have remaining for this classroom. You may only add additional classroom
codes if you have unused vouchers for this classroom. To purchase
additional vouchers, go to the Courseware Marketplace.
3.
A new code will appear immediately.
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Account Settings
To make changes to your account settings, click on the Account Settings
option on the top right side of the account portal:

This will allow the user to make the following changes to their XtremeLabs
User Account:
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•
Password − This allows you to change the password that you use to
log-in to the XtremeLabs platform.

•
Name −This allows you to change the name that the XtremeLabs
platform knows you as

•
Delete User −If you are done using the XtremeLabs platform and are
concerned about your privacy rights, you can have all your records deleted
from the XtremeLabs platform by clicking the Delete Account button found
here.

Note: This option will permanently delete your account and the access to
all linked resources will be lost. This cannot be undone.
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Troubleshooting
If you have trouble connecting to the lab images once they have launched,
the information in this section may help identify the issue.
Advanced Firewall Configuration
By default, the lab hosting system offers connections to lab virtual machine
console sessions from an end user’s web browser via the embedded HTML5
protocol.
•
Internet proxy/firewall client
First, install a client proxy agent on your machine and then configure that
client to connect to the Internet via the proxy/firewall server. If your network
is protected by Forefront TMG, for example, you will need to install the
Forefront TMG client on your machine and configure it to connect to the
Internet via the gateway. The TMG client can be downloaded from the
Microsoft Download Center. Other firewall/proxy products typically have an
equivalent client agent.
•
Firewall configuration
If the firewall has been configured for packet inspection (that is, the rules are
sensitive to the protocols running over certain ports), then the outbound
rules on the firewall need to be altered to allow the RDP protocol to run over
port 443 to the specific addresses used by the lab portal. Namely:
Destination IP address ranges:
67.21.174.1
through 67.21.174.25
67.21.175.69 through 67.21.175.88
67.21.173.141 through 67.21.173.150
Destination port: TCP 443
Protocol:
RDP
Note: Configuration of access to port 443 for RDP traffic is beyond the
scope of Internet Explorer proxy settings.
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Support
If you have technical issues with the online labs, you can contact the
XtremeLabs support team. Examples of technical issues include:
•
The virtual desktop does not display.
•
The online lab runs slowly or is non-responsive.
If an issue is urgent, call the XtremeLabs support team using the toll-free
number provided on the form or click the link to initiate a chat session with
a team member. Chat and phone support are available during business
hours. Email is available 24/7

XtremeLabs - Support Contact Details
Phone

+1 855-510-0488

Email

support@xtremelabs.io

Hours

24 hours - 7 days a week

© 2022 XtremeLabs, LLC. All rights reserved.
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